Wiy 1Un.o4

a A v o ot TCEE] ¥ A=
Gl']i']\?llaﬂﬂ'h‘ll\’%ﬂ'ﬂﬂigﬂ'\mﬂ‘lﬂiﬂaﬂaiillazi"ﬂaxlaﬂﬂﬂ'ﬂ’ﬁ%'\ﬂﬂ'\i%"lﬂnﬂiﬂﬁﬁl

o

1. Falawmy unwnudundinmiNeaageutelniuaznaRaUYNINTEUUEIRUNATATY
VBITUINTT MUANNIFIURINR ISO/IEC 27001:2022
2. nihpnuwdvadlasims gudenuduasreadsdwnaluladmsauna
TUIANTDIANIRIATIER Enwlng)
3. 29IV Tz N leTLIARTT 1,500,000.- U (R ukLauLIngIn)
4. TUAMRBATIAINAN (31081984) b TUA B T P RS L T
Wwdn 1,497,597.41 v (wheduRusuinluldanuiSeaifuldaunaduda
€, ~ ¢ P [ .
FAN9A) (TIUAHYaFLAILT)
5. fNADUUNKYARINT 1,497,597.41 1 (mikdwFuawimlnianwiniasiduidouma
a & [
fULdARA1IA)
5.1 YszianAidinwnguimdwinaluladasawnauaznmsfesns (ICT)
Q/t:adl F=1 o/ " Q/ v o <2 / [ yd‘d o/ 0
5.2 quaulanlinmndasznaugfsdumiliduinm deaiugiidensi anudung

waztszaumsoidwinaspuenulasansssaune

o a 1R 3 '
5.3 mmuwﬂsnmvmuaﬂmw 4 au

s 4
6. ANIFAAUNTDE e ettt ettt e et an st etetes e st et et e s s st enaeasee bt bennanes Un
7. enlddelunmsidumaldensdseine GEd) oo, e ety
8. N MEIIBDAUG oo ettt N

9. NudarfiuAavaulumytmuadildhuduiiumeuaduiiuns (TOR)

(MuLuANTanNUf @3.176/2568 a3. 24 1.8). 2568) ’)/1
9.1 WIEWAsN 119 nunad UIemIUNITINT \
9.2 winBez gt Igniwus assams (O o
9.3 WHENIFNNT Lrialiasy TN T
9.4 WETINg 19dTauIw AITUMNT Qﬁv\'\\,
¢ a —
9.5 WINEMITWINTL WaLAE NITUNIIUBLLRVIBMNS il

10. AUVBINITIAUATIONNAN (TIRTBDI) oo,
10.1 WIHIRALEUN NA(NI9)0405.3/11203 VaINTNULBNAN

(589 WUWINWATINNUTNEN |2, 27 N.8. 2565




ABULAAITIU (Terms of Reference : TOR)
TazansnsfifEniNensIda uEaluduasNaSauLNTNSSULAITHUNA

ARy 8I5UIATT MINNIATFINEING ISO/IEC27001:2022
e 102‘15%“’8

[~ ]
1. anatusn/wananazanuwily
_— o ¢ o o v oA d
AREIFUIAITDIANTAUATIZIR AT zAIAaz A TiunIsiAsINIsRs IS nE e saade L
12 INIUATNARBLYNINITULAITRUNAGIATYTBISUIANT ATNNIATFIUAING ISO/EC27001:2022
2095U1ANTBIANTANLAIIZY 1szanT] 2569 iiadumnazlsziliuanuideaastasing Ndegluscuy

ANTAUNALDIFUIANT MIHUINNTRIAY 251928 U TN B AUANN AR AS IS ULRT RN A

v

WiuanAt wazasuansznunataazfinduiusuiatslsd TnaiaeRueanulszunnd 1,500,000.- U

a

]
¥ %

(MR UT N REBLINGIY) AN BEBIIBILU N e dszant] 2569 wazaanARaInIy
mmgqumﬂ@@’ﬁummﬁumﬂa@mﬁﬂmmumﬂ ISO/IEC 27001:2022 wazUsen1Asu1A1TILiAs
dszinelny # ane.5/2566 1389 uANNMFAITAIALARARINNALIA AT UIAE A1saUINA

(Information Technology Risk) 28480117un19_U

2. ngalszasA

&

8 & \ ~ s o v a r
TUIAITRTIANTRAILATIEN ‘Nmﬂﬁmi‘ﬂﬂm “FUIANT" Nﬂ‘}’mﬂizmﬂ@:@m%‘mﬂ?‘ﬂﬁﬂmﬂ
mﬁ?')@a@‘l_lﬂfﬂﬂi‘wdu@:Wm@ﬂuqﬂﬁ;ﬂﬁ‘:ﬁuua’lﬁ‘aumﬂﬁﬁﬁ’tyﬂlﬂx‘lﬁu']ﬂ’]? [ﬁlﬂNM’]ma‘g’]u@ﬁﬂa

ISO/NEC27001:2022 TaadmgiUszasAaatnisdisoadsziiudeindiiedaunauainindn

s

“sergnsaumnAlusunmsuiianUassuiiasla” udannisaas n1sansatsuiludaalung Nt
1) drmanazalAsziteelndssuuasgsmna (Vulnerability Assessment)
2)  NedaunfTiatzszul (Penetration Test)

3)  andTnenlunnsiledasing (Hardening)

lunsdrseadsziiudesiudsasandefidaagnynlanudiuwiganiziulunisime s

7

[ v
tal sl ¥ s ] )

, p | = Al il ) P %
‘ﬂ@ﬁiﬁ')mNﬂ'JqﬂJLﬁﬂﬁ ?QNQ\?L‘ﬂﬂiui@ﬂ‘ﬂﬂfmwum@ﬁ@\‘]tﬁ'lﬂL‘Vm'\ll??ﬂ"lLLﬁﬂLﬂ‘ﬂ?uuWﬂ'\EﬂNL"T]Zlﬂm’sg

3
&

SLUVANTANINARYAAEAAT AdNuAuTANTUAsdnaTulaE A saumA TATITUALNIY
AFIAAB LTI INdUATNARBUYNINITULAITAUNAZIAYIBITUIANTATNNIATIIUAINS
ISO/IEC27001:2022 MUNTANTUNNTANUNWINUAING1Y HANABAARBINY W.3.1.91A08157N 9%

NWNRRANTATNNE W.A. 2562 , W.9.1.91008ANTNTENRARLAUARNRIUARST W.A. 2560

18Na13981 AU IATINTINTLTN B URBATIR A0 LTI IIUASARBLILNINSLLILA AU AT AT IBIF1IAT w1 /16
ANUNIRTFIURING ISONEC27001:2022



3. anantRasdEutaiaye
3.1 HAMNANNITIMINNIUNE
32 lLidluyeraduazais
3.3 lledszndna@nnianis

34 lLifluyersdeetszndtegnssiunistiudeiauevdenndyyinumisesuaesisly

o d9

Do

daasaiesarnidudliinuinmueinisysziliunanisdfifeusesdisznaunisaussidaud

ar

S UUFATINNITNTENTINNITARIAINUARTNNUTE A AL LN LUT U ULATATNURITA UL N AR

ds

nauLydnans

3.5 ”LaJLﬂummmmnsvma”l,fi‘luummm@mmmmm%mmmmm@’l,mﬂusi NSRS TEN

wiagenaafTlusruuATedieatsauInATaIns Ny Inang smmmaﬁﬁumﬂ@ﬁc’iﬁqmu

a

Qe

Wwdudaugannis nssunisgannis gisuns gsunaluntsaniivaulufianisaesiifiynraiiusat
= aex 1 o £ @ ;dl o dy o/ o
36 HAuanTRuarliNANEUEABIRINANNAIZAIINNITUTHUNEN 1T ATORARNILAE
n1sUTMIINANNIATFAMUATUTITRAaYLILNEN
3.7 luyarasssuanvizeiiiypragieanTwaunang

38 ldudinadsrlanfFonduiudiudeianasvaundrtudeiaualdunsunnis

b

as ni Yo ) a ¥ Y k4 <4 ] % ° [ ar [
3% qum"l,muuum@vmﬂquimmﬁmmu%mu@ m@”l,uLﬂusgﬂszmm?@w,ﬂummmmmmﬁ‘mwu

atalusesy Tunistiudaianaluniail

L
=Y

39 lLidudlifuiendnsseninuduiu fsenadfjuslisenauaalny Buusiisuns e

fiutasuslanadildiaasiandnsussmnuauivgugni

9/&‘ I ¥ = = d‘ 4 o a ¢ '
3.10 @Jﬂum@Lauﬂquﬂmnsmﬂluwmmmmqmmmumimmmummim

o

LL@Z'VIﬂ@@ﬂuﬂg‘ﬂﬁ‘xﬂ‘i_!&qi"&umﬁﬁﬂﬂﬁy‘ll’ﬂﬂﬁu’] AT mummgmmna ISO/IEC27001:2022

lalfasingn 2 vinu AlUseanAfieinsnneadassuantuastannie OSCP wisa GPEN atinglaasing

&
NU

(3

sl % ¥ = (3 ] ' ¥ o A 5
3.1 NHUT@L@uﬂE‘I@QNﬂ?”@UﬂW?mV]ﬂ@ﬂU?@QIﬂQIVﬂU@QF’\ﬂﬁ‘ﬂﬁ"ﬂﬁu')ﬂﬂ’]u

a

v 1 3
o/ ar

Taddaendn 1 wiaaanu LL@“’NEI‘WH’PJL@u@ﬁ@\‘lLL’N"]I’PJ'Nﬂﬂi‘ﬁﬁ‘@ﬁu'}ﬂﬂ’]uﬂdﬂ@'ﬂuu NFRNADNUNF AR

& Y

ANIELALINTANS EFaFa EauIANITNIIL Weldanunsaissels

U
]

)

3.12 faudeiauassslaonufAriua NI naunASALAZANNTIU YRLAANIZATY

LA ZITeuNL TN 9981 TNIULT I SU AT NTTNIINNITARS

i
=

Qld, ¥ ¥ 3 [ 4 9 d‘ @ z’/ ¥ o
3.13 HEUTDLAUBACABILNUTNBIYRYANINYITBININN mmﬁmmﬂq WuAINAY

arlimeuwsnaulls

eng1svausnulasIn1e i iny uie Az a1 MTuASIARELYNINTSLLA 1T AUMAR AT Y45 11ATT i 2 /16

PINNIATFIUANA ISO/NEC27007.:2022

Srnst”



4. RANFIUMTLEUBTIAN
Dd' 2 73 ar Adl v [ b
feufeiaueardasauaanarmdngiutiuwiauivgesluiauesan Tnaueniduenges
luguesantly 2 401 Ae
41  doudl 1 adaesfasiiananssasaluil
-~ (1) lunsaidiudamuaiiuiifiynng

o ¥

(n) Ffudauaniniraiiefudouanina Mt udumidedusasnisannziden
Whyers Unydsemedudoudannis glarunantuan wieansiusesdiiungneias

a

() u

3

ar =l

NRARUFALEENNUNTUaN s IRtug I miRasusasnisaansi iy uila

o L4

o = = [ o o o dl o vy o e I 1 Y
UAAR NUIRBUTADINRUT Y UTTETRNITHNITHAANTT HNBTUIRATUAN LL@:UQJ‘HNQ@%%?’]EII%Q&I NI

v Ty a

Fusaediungnas

1
¥ a

2) Wnsudtudaiauaiduyanasssuavranzyanand laibyana TEuE1 LW
esszanddsrrrurasdiu druuideannasiiuanstanisdiiuiudou (8) druninslezanss

L)

v
o o

Uszrruresifufuacy nianiasusesdiiuignsias
(3) lunsaifeuteiaueiludiudaiauesoniulugruandudiond Wtudnundoyny,
b3 1 b73 © o 4 o/ 0 9 dd’ v v 1 2 1
2830131 FNAN Auundinsilsvandadsyanauaasdiondi uaslunsdingidnsausdraladuyang
sesup R dryanfne AldEudrunmisaaidunig wedsoudrdraladlufifiyanaslitiuanans
auszyldlu (1)
(4)

o o 1 dl 3’/ d‘ 9/#‘ 2 o
Flanansgaud 1 vianuan letuniantugasluEuesan
42  dquh 2 asadendesdiianaissasalilil

o

(1) WARFNABNUATWTBLLLLINENITALIBL AR N HIIZIANTY

el ol o °

2) uﬁﬁ@m@uﬁﬁmﬁq%mﬂmmmm‘Jmungmﬂﬂ’mmmmwuﬂum@muﬂmummq

WiyrasduasnlulusuaT AN

(3) Tytienansaaun 2 vavuanlstunfeniusedluiauesnan

5. UANLNUNNITNANTUIAALADNTALAUD

su1ANTazAasasnAulne 1 finousten AN

18na19reLesulANN 19N AN uRRATIR ALY ad ML ASIARB LI NINSE LA AU AR ATYYENE AT w3 /16

ANNIATTIUGINR ISO/IEC27001.2022
Cid
3 —
. WV Sy



6. NMsVINAN

o

¢
s o o o =f

dudnandunlasuuds

as °

Yar =4 v = t cﬂl o
glasunisAniaanazfasiinsiasuimsiiaindoyyinielu 7

U
v o [ % o o v e W o 1% = A o
wazardanandsziudnypidudauouduwiniufesay 5 vesyamdny wazlisuiastintald
&

luanzdryan laeldudndseiuetranilsasinele desialui

6.1 NRuam

' ' [
a1

6.2 ManTansINYNsuIAsFufIany Fududariansinyiasdunnld g ausansiwyiiu
4 1 v 1% d‘ =4 1 ¥ :I/ ta [ o
F15FRLRMINN virenawumiinildinu 3 94 innng

6.3 mliRensziuressuriarsatslulsunaniusiatinaf anienssunisule Ut A 11U
Tngaralumit@enseiudidnneatindmudsniefinsudiy@nananiuuad te

o A 2"/ as ar a =) & as =Y as as rdl o %

6.4 witReAUsziuaadussEnRunuTas s Runuudnnindnlaiuaygalilsenay

AanisRunuinantsnafitdiasisznaugsiaadseiuniudszniAsessuiasuialssnalne
tﬂl a v oA dl 1 Y = £ 9 o ] o A %/

ANsIETALTENRunuRsUIA s LssmalnauteRauliniu Ineaylanldldaiusatiramisdann
sriuaa9sunAsnAnEnssNn1suTELNEINIALA

6.5 Wusinesginalne

¥ ¥ [

o o d” A 1 ,j/ a o o o dl 1o
nantsziutiaraulilagliinandes aelu 15 §u dudeaindungdniuaindeyniumiu

o ¥
DL

dy Yo o A [ = o 1 ¥ ¢4 = ardl
Y ‘I)l’]ﬂB;ljlﬂ?‘].lﬂ’ﬁﬁ‘ﬂﬂL@‘ﬂﬂi&l@’lLuuﬂ’\?ﬂ’ml‘uﬁ%ﬂtm@"lﬂﬂﬂ@'\'}‘lﬂﬂb‘lu FUNANTANIURNENAL

#nNANNN3ANY uasiansaiudatiugiieens

7. ANANHUZIAWIE [ TI2ELDEAURINIUING

7.1 cﬁu%mum:ﬁmmu@gﬂLmum@mqqmu*ﬁmiudmzmM@uuﬂgm‘zuummumﬂ
£1ATYIRIBUIANT MINNIATFINAING ISONEC27001:2022 Imlﬁmﬁﬁmu@mmgmmsﬁuma‘
ARUNINAGRL LU

1) finszununsdunaulunmegey

2)  fnamsgaud1eBlunimaaay iy SANS wa OSCP u?@mmgmmm%uﬂ

fiReados
7.2 tg’jﬁ'u%’famu@[ﬁ’fmmu@ Proposal laafisneasidemues Proposal Usenausasiade

pasa i

1@nA19 YL IUIANNIPA TN ReAIRaaLTE MTURENAR DL NINILULIA 1T AUNARIATY TaNEIATT win 4 /16

Swns

TV~

ANNATFINAMNA ISONEC27001:2022

.



1) aenfFauisuauanFuTaWIza9InTAIAda Lt INILAT AeLIYNTNTT LY
A17AUNAKIATY TRITUIAT AINNIATFIURING [SO/IEC27001:2022 fguaiy
Qmﬁﬂﬂmuﬂwwzﬁﬁmmsﬁmum (PNEWIN 1)

2) LN UTI UL A TR A DL LN LN ULARZ Y EAZIBE ASIY

s

gaannazgiuiaterunisdil i waziueifnsde (Axeuan 1)

1

3) enansaw 7 ((3) Adtudaauaiiuinandulsslomisanisiatsaunaessuimng

8. STATLIRIALUUNIT/AINAUIIUY BRENITATIATU
-

glasunisAniaensasgdenauaunielu 280 4 dudaannduasunuludyyn A8eulanis

AINDUNRAAAINNUIN 1.

9. asrdulun1sannn

19RUILIZHND4 1,500,000.- UM (MR UTARLNN A1)

10. Reaulansdrszdu

sAnsazueinsRuAndneinng Tneutinisfiszeenidly 2 vn Sinuas@an Ge5

1) w3 1: Srezudusiuen 50% 2294 AATLATINNG Lﬁ@@’ﬂé’é’ﬁﬂﬂ?ﬁﬂ@@ﬂlﬁdqmu
uaaad 1 aeluszezioan 90 Fu dudmatnduasurniudoynyn waziile
ADZNITUANTATIASL mm@s*mmgﬂﬁmmuﬁwmmmmﬁ@u%mmz&’a&mﬂ%’ﬁq

2) 90T 2: Frszuslusiuan 50% 2BIYAATATINTG 4 Lﬁ@f:ﬂé’?ﬁﬂ'\sﬁmﬁ@ﬂiﬁdm@u
ueand 2 aneluszaziaan 280 §u wudaainduasunludoyyn naziiie
ATUZNITUNNTATIASL mmﬁmmgnﬁ’f@qmuffqumqmuﬁ@ulwmz%’mmﬁw

o

SesunmsldnmaiuneunisnmaseutaslnduaznageuyngnszuLa AU A Aoy
TBITUIAT AINNIATFIUAING ISO/NEC27001:2022 gnaieeasudaunindoyy191e uda suAnsay
aanuangunssuneulfidunisie Lﬁ@cﬁu“i@mu@ﬁmwi%Lﬂuuﬁﬂgﬂuﬂa‘zﬂ@uﬂ'mmﬁ“”uﬁuﬂ'w”w
ATIAAaUTRIINIUAENARDUYNTNITULAITAUMNAGIATYTRITUIATT AINNIATTIUAING

ISO/IEC27001:2022

wnarrreuamulasinIsseiine uiensiegeLYed IMTuASIARELIYNGNISLLA IR UNAGI ALY RIS UIATT wi 5 /16

auNAIFIUENA ISONEC27001:2022



11. ansrAUsu

Artfusruuuuduy1dne WAafluseduludnsfesas 0,10 49991A191URNS

wARzFas lAINI1duas 100.- 1N

12. N15FUUSEARANNTIFALNNT DS

o o

AldsunisAnaendslavindrynyriusuniang azdesiulseiuanudngaunnsesedderes

3 dl A d? [ J o o o/ o nz; Yo
MusRaTune sz zinan ldidaenda 60 u uuammmummmﬂmuu@mm

13. nsUfiRaanguuneuarsidew
9;&' 1 a Lo o A £ a e o u‘ldl = o 4
feufaiaueilifunsdnidendesdjiRaundninaemnguanauazsuiaulidnvunls

1PeILATIASA
14. RUILIUNTURATRAY

AutanTupslsandusmumalulagatsauns suiarsanaisasaszd (@insulug)

63 OUUNWTZINN O FEITINE NTUNWY 10310 Thg. 07021735

waNaan 199knumnes wneiBsedt TgNFRUS
o ¥ :lv o 28] as 2 !
vntihdauguanmsguANNunsaensdy foavinniingou
ngderivAuuazlszifiunanuidaessuuansaune ngsuNg
1sra1unIsNNNg

.............. C’{

wgFuIne Toidilade WNE9sInel 2aAFAUTmL
AaeiansingoudnnnsimIng sy ninsupenianasagla
FEULNUAULIAYY N3TNANS
NITHANS _—
Ol Woé’J ................
WWAITUINTAL YaLRA

WU uAINTuAslaanStnalulatiansaunA

NITUNTTLUASLAVIYNIT

(8Na1938 LA UIANN ST NTILI N UREAT IR L TE M TUAS VAR NINISULIA AU AG AT IBISUIATT mi 6 /16

AINNIRTFIUAING ISONEC27001:2022

—



BUIN 1.
TIERLBLALRTAMANHUSLANIZVBINITNUT I NansIasaudasiniuasnagauungn
SEULRTAUNASIAYTRITUIATT MNANIASFIUSEINER ISO/IEC 27001:2022

1. 4AUWANITATLUUNY
aaumAnIsALEuNITATIadal Iaed uasdssiluaiuidaeaasdesiwdndAty (Vulnerability

Assessment) wazn1sailunisasiagay LAsew wazdszifiuaiuidesrestasinandnAny
(Penetration Test) 2241AT4N1T ALNIN1INAGAULTIUNAE 1T11UAIU9% 300 Lo wFaAINNTUIANS

AuA Usenaumatatuaana l

11 Aanfiun1sasagey 3Aey uazdssiliuainuidesanstasindNdAty (Vulnerability
Assessment) a1n39tATad e 18lusu AT 1e9gUnsalsruuLatadne (Network)
LATRILNANE (Servers) TRITTULUNAN GHB SYSTEM wazszuunlivsnng Electronic Channel
td‘ o L3 ° o Qo 1 dg/

NaurAsninun tneazsassiiunissasa il
o Idiarasliansiagavdaelnd (Scanning Tool) a713% 1 15a FeseailuiATasile
P o o . \ &
il Commercial Wn13ldansunsnans 1w Nessus 438 Nexpose
® davnaagUnInsaNnIInagaus uiuguInng (Executive Summary) $9409

R Lmuiummﬁh sz dU LATITEIZeNg

[ %4 o

= -3 o % = b dy
®  UATIZHNARINTULALATEUL laelisaas@unnail

)
o/ o o ] o
[ |

= dl % A [
ARNALUANLAEN T Raus A Tun1sud e uenanlsziangUneal
& < - = ° o o A
LATRTNL/ARTRINNTNEY UATFEIAINAIAUNNNLAT e NRTIANLAIIN
@esnnigalidannige
a , 1= ; e A o = - v
" eaziuatediudnnsantluisiazgUnsaliasadneiszausiatng wia
e 8o o o o , ( ~
naldarunziinisdfulgessuuwsanisudladasiudinssanuvse
S da &
wuannelunnsaaANNLREN NIRRT
= ] |dl ] ] ' o
B spazigentesindinmany uiennndssinngedlnduasseiungiu
JUKIA (Critical, High) taeeBunasieaziBentasing, seAuAINTUNS,
CVSS Score Detail, wannanisudle uarainsnfirsatna/esasusidng

A ve
PlAsuNanNTENL

(ana1998 LA UIANNIPR WAL E N UNBATIAA BTN MU AL NARALININISLLA T AU AR AT IBNE1UIAIT wi 7 /16

auNIeIFIUaINg ISONEC27001:2022

/D . ‘S'nmd‘«/



[

&1AtY (Vulnerability

1.2 ASiuNITRTIadal 3LAses warUsziiuaonni@saasiasinai
Assessment) a1N23tATaT 180 8lusU AT 9039tUnsniszuuLATeIY (Network)
Wisaglaldng (Servers) 1995 UTNTUATLIAUITULANIAUMATRISUIANT NaunAsivus Tae

& o a o/ 1 dg’
azpeniiunissana il
o IdiATaaiianmasanteding (Scanning Tool) 119k 1 1iis deseadluedaaiieon

i Commercial Snnsldaruunsuane 1w Nessus %38 Nexpose

o

® JAPVIUAATUNINIINNTNARBUAIMTUELINNS (Executive Summary) $auD

wnsunulunsud lasrazdy uazsraseng

° [ o

a 3 ¥ =t = d”
L4 AUATICUNARTNTUH AR TEUL [N PR HGHT S

)
o & ¥ ] d

" dasnsuanuBaandasseanfiunisudle uanaintszinngiingnl
G t d‘ 1 = o as = dl
LATRTNYAATEALNTNE LA FIANAIAURNNLaYlaR NRgIanLIANN
@eanniige e iign
" seazuatesininasanululsazglnsnliasadnaifTasudae wio
waliAruuzdnnisdfuilgessuuvsanisudladasindfnssanuvia
d da X
w1 lunsanAIIALN T AT
= saeaziBaatesindfingoany wisamudszinndeslnduazszdunany
199 (Critical, High) Tawadunasiaszi®uatdasing, seAunnugumsy,
CVSS Score Detail, wuan1anisudla uazginsniiasadie/asasusigne

i v
nlasunanseny

13 audlunisnsasat 1 uazilssfiuanud@earestesiudNgAty (Penetration Test)

ailnsadsrinmsatne (Network) bAsaduwadng (Servers) 4843 LILMAN GHB SYSTEM LALTEiL

q

[ ) k4
= =

#lH13n19 Electronic Channel NsuNANTNNMUA Taglazfaaaiiiunissasatil

®  AdAULIRITITULUR NNYEWAN (Black-Box Penetration Test) LAZNINITNARAL
l_IZerUUAINAY LS U AT (White-Box Penetration Test) NNTANRININUR AR

ATBLAQNNNINARBLU LT MNEILLILNAFAEN 988

®  dRMNTEIN NUAAITUALWAENNT IUNITYNIN LRBLRLNNIINLATNANTZNY
294909 IUINATIANL AINAINARDLLANZITULANNUUBNULAZNARDLLANY
rruvannelusuIANg WiaNNIALIUNTIAIITTLATAJU AN A ENAY

wwanlunistfurgeudle dssilunazdnaiatiaoiui@es Lennulssinness

enasvauirmulasInIsiILEnE e RIRaeLTe MIUALIAReLYNINIT LA UMAR AT YRS WIAIT wi 8 /16
MINNIATFIUAINGA ISO/IEC27001:2022

. Swmss



e 4 1 d‘ [N 3 & ¥ ¥ | kY 2 =
@ﬁﬂ?ﬁumﬁ"ﬂ?ﬂﬂ waziAralNde TnedinssinaasAaIaan ARBIWTARANA 198
4 & a ﬁl dgl [ ) |dl
AN OWASP V?’ﬂNWﬁ]?Eﬁuﬂ’mﬂﬂ’]\‘lﬂﬂﬂu’] ﬂuﬂ%ﬂu‘].’i&ﬂ‘ﬂﬂl@ﬁ‘ﬁﬂ\‘liﬁ'w}ﬁlﬁ"J@

WU

14 audunIRsadeu Aned wazdszifiuniudssansdasludfénAcy (Penetration Test)
qUnsnfszuLLAzeTng (Network) LAsadusiang (Servers) T84T¥ UL UATLIARUITUUATAWINA |
ndl o % o ] s 3 dy
2845U1ANT NEUANTNMLA TaeasFasaniiunissssialili
® yARAULRTZIZULUANNAHLAN (Black-Box Penetration Test) LAZYINNITNARDL
W’wIEsrUUAInAe lUEUIA1T (White-Box Penetration Test) N5ALRKIUAZFBY

ATELARNANINARELUNTNMNIE TIULLNIATUUATN9EDN

® NI NuarsTumewAsn1slunsyngn WRELINILATWSINLAZNANT TN
2194904 THINATIANT AINNITNAFDLLANZIELUANMNNILUBNLATNARDL AT
22UUAINNNE WA UIANT WEBNTIATUA19TATIEHLATA N AN TANL T WY
wwamslunislfulgpudle Ussiluiazdpsiauaauides uenaudszinnaes
gilnsnlirsatng uaziATasuntng tnedinsviitaazfeaannRavTesBIa198a

= ¥ a dl 14?1 [ ] |dl
A1 OWASP %3aN1AT5 118 Nad19898Y7 Tuegfulszinnaastesindimngma

WU

¥
o’

15 andlunisffauiisunanisnsoadouluain 1 LazATIn 2 AN LEANITANLELNY
8 1.1 - 1.4 wFenvsagtuadszifungnuile uasdsziiundaneing Tugluuusaeulisuians

[ % = dl ::; (73
fUNgU 1ABITENATNITLLNY LL@ZF’]'J'\SJL@HQVI@?Q@WU@’]ﬂN’]ﬂiﬂu@ﬂ

1.6 ANAUNTINARDU Mail Security AMNTBLLARLITIMNE fisunAsiue wazaguanis
nagay lugduvusiaaulisuiansiunsiu Inedaya (Sensitive Information) Fenuafilgann
1391 Social Engineering azsiedgniaduainuad LL@:iﬂaﬂuﬁaaﬁwﬁT@gaﬁiﬁ lllsznevinns
AN2ANLHRNIATINABL ALATIZH LL@Zﬂ?:Lﬁuﬂ'MNL?‘iﬂﬂﬂ!ﬂﬂ‘ﬁ@\ﬁﬁdﬁﬁ’]ﬁﬂ; (Vulnerability

Assessment) LazN17ALEBUNNTAZIAERL AAT12Y LazdsziluAinuidasrasdaslnid Aty

o

(Penetration Test) SXULTUUIBIFUIANT M IABis e RLIBEIAAIT

® AuluNIMAEaY E-Mail Phishing Wegi19aaumszuiinlddunineaiusunang

sadlaidaandn 3,000 1y

enarsreumlasinisniilinsuiansaageLdes uasnase Ly nnssULATAUWAR A 1895 4IATT wih 9 /16

. St

AWNBTFIUANA ISO/IEC27001:2022



o atlunizdsindliialszasditudua (IWdndumasetazdaafulig
snaesifinginssunisinsuafieulvdaus fuazliidanansnufussuy
sunAsazfeanaaeudsing laidesndn 5 umanalid) Wanaaeuszunine
AausTepsdaandanislaiuefrasaunans suaiinaseudeclidasndn

10 atiu Tnadeliniinaudauassuuanuou 3 ey

®  PVINAATUAINTINNIIMAFBLAIMTUELFUNS (Executive Summary)

1.7 anllunisdenay Software License iy 1 1 ae9iaTasiiensaagaudadind (Scanning
Tool) wul Commercial #41ulAsaN17 9711494 1 License 1aldsua1sainisaldiumsagey

NANNFANILINB AN EUAS

2. AFN1TALIUNU

21 FANIUEUINUTIURZIDLA TILRAIDITUABUNNTATRUINU BRZTEaZIAINAa M L ULARS
TURNDY

1
=i

% -3 a v al o ] e = o’ v
2.2 AANILNUIUTIEATRHATAZIATI9TR9NNIUN AU AnsaNUR/AlsTnN AR T
m’mé"uﬁm@uﬂf]u“ﬁmulumazﬁwLfgm WIALARTIUABUIAINANITHUDIULFARLAWNAZ LTI

djimewliinsuimns

23 ApvnlaseaFrannsinnslasenis wiasuwsenagsuslAsenIs (Project Manager) a149%4
1 au lnadasdaoniiuiguasidscaunisaflunisaruauuazuivnslasenisdiu IT 1ie
FARATAUATHWNBANNTANIUUA warlsranunisaniivauiusuiaig e lilasanisddals
U =
AatiB
24  SAMLNENNIEATIRLANNTALTLAYTIATIANT wionmnalunsdf e ntAZIREIALAY

d‘ ] ﬁ‘ L4 dl o
UNACAINDU LW@“Lumsqmmaummwu‘wm‘wum

25 whusnsnisauiiunuiaseaziusruunuressuasmintg laaginsalraniames

¥ea Software Minnllunisafivanuauzeuny Afsneazfaaduddnmunisgd

26 lunsaiuwulasinisdsnfinmiiensaadeutes I LaTNARaLIUNINITULANTAWLNA

: 3
=

£NATYIBITUNANTY FINNIRTFIUSING ISO/IEC27001:2022 agillamals

o

1) ANEUNITATI4BY TR nazdsriiuA NdgsreetasluiNg1 At

o

(Vulnerability Assessment) a1n99tAsat1an1alusuiais assginsndszuy

onarsreLamulaNn 2N insuiensIagauTe Mduasnage LY NINISULIA SAUNAR A IBNE AT w1 10 /16

el Semsl

ﬁ)’??JJJ’)ﬁ)?E’)uﬂ’mﬁ ISO/NIEC27001:2022



LAFadine (Network) LATaILLTe (Servers) 99972 UURAN GHB SYSTEM WAz
seuuR1HUIN12 Electronic Channel A5U1ANTAIUUA (ATNTAULTANIS
ALRUULR 1.1)
2) puliun1sAsaany Ay wazdsziiumonuidesrestasiuindnAngy
(Vulnerability Assessment) a1nqgtAzadnantelusuiaig aasginsalssuy
=) 1 d‘ [N] . o’
LATAANE (Network) LATRILNUNE (Servers) IDITTULINURULAYUTT LY

A1FAUNATDITUIAT NFUTANTAMUA (ANNARUUANITALEUIULR 1.2)

I
o

3) Aufun1TATagaL 31As1e wardsziiunauidesrestaslndfidn Aty
(Penetration Test) 184 qﬁﬁmﬁ:uum‘?@“ﬁﬁﬂ (Network) Lﬂ?;@\‘um"lhﬂ (Servers)
9995 UUNAN GHB SYSTEM uazaztitilsiiinag Electronic Channel fisunans
APUA (ANTBLANITALTUNUL D 1.3)

4) ANLHUNITATIRADY ALATITH LL@:ﬂﬁ‘:Lﬁuﬂ’J’mL?ﬁiﬂﬁﬂlﬂﬁ‘ﬁﬂﬂiﬂdﬁﬁﬂﬁ’ﬂ&l
(Penetration Test) 1@49UnsniszULLATaTE (Network) st (Servers)
TBITTULIIUATUAYUTTUURNTAUNATRITUIANS AEUNANTAINUA (GREY

PaLANITALEUIUTR 1.4)

5) sun e s unanisasiageuluaied 1 wazased 2 wé”@m%mg‘ﬂm@
Uszifufignudla uazsmifufidendng Tugduuuseanuldsuiaisfunsiy
(MNTAULAANITALTUULR 1.5)

6) ANUUNNTNARAL E-Mail phishing AMNaaLa AL ue AIUNANTEIMUA LAY
agdeanisnasey lugduuusanuldsuiansiunsiu Inedaya (Sensitive
Information) Faundilgannnnsin Social Engineering azfasgniinifluaiiugdy
uazlianunsntirdeyaitld lUidilszneuntssin Vulnerability Assessment v
Penetration Test $¥ULNNUARIFUIANT b5 (mumauwmmsﬁ%ﬁumui@ 1.6)

7) ALTuN1 3698 Software License wul 1 T 2041abasilansiagaudesing
(Scanning Tool) wit Commercial Aldlulazanis iielfsunmAsgunsnldey

AIRABLEANIIANTNRIANEUAY (ANTRULANITALNUIWLR 1.7)

8) PN UATAINDUIY RUUANYTDS

18na52auEsNUlATIN NN UReATIRFeLTE NTUASNAGBLYNINISLUR TRUNAG AT VENE AT mir 11 /16

I3 Svenns

PNNIRTIINAING ISONEC27001:2022



3. sTazIaNUadlATINg
TAzan eI UNafnsIaaaLta IMILATN AR LYNINITUUAITAN AR ATYTBIDUIAITY

ANNNIRTFIUANGA ISO/IEC27001:2022 1 frzazianAfiueauiadu 280 J4 paesszuziialnsenng
Judpandunasnnludyan leaniraufiunisazasaiinu lnaudadu 2 afs Al
® A% 1 LAAHNIURIAL 90 Ju Tudpannduiasunnludyan

e A% 2 LAAHUNURIAN 280 Tu Wudaanduiasuinludyon

Usznavmedunaunisaiiniumans fAe

(%

3.1 anlunirneaaasy TAsney wazdsiiumoiuidnsaestasiunindnAey (Vulnerability

7

Assessment) a1naiATatnan1elusuiAns 1esginsnfszuniAiadne (Network) LATaduaene
(Servers) ¥BITTULNAN GHB SYSTEM uazsruuniisnis Electronic Channel NEUIAIIAIMUA

(ANLBUANITANTUIUTD 1.1)

" a5 1 deweuenunielu 90 41 Wiidranndunasunaludan

B p5a% 2 - densnguniely 280 $u dudaannduiasnaludunn

3.2 anflunnraradey Wamey uwazdssifiuauidusaesdesnaNg1Aty (Vulnerability
A ] & aA ]
Assessment) a1A99LATRIN1BANY IUEUIANT mmgﬂﬂimizummmw { Network)
LAsaduNane (Servers) 1a4TYLILNTBRTUAYUTTULANTRUNATDISUIANT NEUIAITAIUUA (AN
[ =9 9
IAUUANITALHUIWILD 1.2)

v ] [l

" pfeR 1 dewensnunislu 90 Fu Wiidhannduinasunaludoinn

3
o ]

" a9 2 denavsiunielu 280 43 daandufiasunaludnn

3f
3.3 Aiiun1IAIadeL Tnmed wasdrzifivauidasresdesindfdn Ay

(Penetration Test)
194 gUnsalsuuLATatNg (Network) LATRALNYUNe (Servers) TRITTULNAN GHB SYSTEM WAz
e v a _ a ° o a 2
+11N1HL3N7 Electronic Channel R8RIANINNWUA (ANNTALANITAILHUINULD 1.3)

¥

" a59% 1 deseugnuniely 90 4 WudaannduRasunsiudan

" a5e% 2 denangnunialu 280 di dudaainduiasunaludiun

-]

ARty (Penetration Test)

3.4 ASUNITA29948L AATE warrsifiuminuidsarestaainai
299 gUnsofseuuLATRYNY (Network) LATBILNTNE (Servers) 18492 U LT UANUARUISUL
ANFRUNATDIFUIAS NFUIANTANMUA (AINTBLANTITANTHNINTD 1.4)

= A59T 1 denengnuniely 90 44 Wiidaanndunasunaluduan

= a5% 2 deuanunielu 280 41 tudaandufiasnaludion

anasveuymlasin s Eny i AT LT MU NIARELYNINISLLAIAUNARIAY VBN UIA3 Wi 12 /16

PNNIATTIUANA ISONEC27001:2022



¥ v
as ['%

35  sulunsuBauiaunanisnsoageuluaian 1 uazaiahn 2 wianiagunatlsziauign

uila wazilszifuindinadng Tugtunusaanulisuniasiunsuenuaeuaanisaiuaude 1.5)

" genaarunielu 280 Ju Wiidraniunasunaluduan

36  suflunamagan E-Mail phishing AusaUmeang AsunAnsiImus wazATUNANNS
nagay lugluuuseulisuinisiunsy Inedaya (Sensitive Information) Favuedldannnig
91 Social Engineering azfiasgnialiumauay LL@:”Lsimmmﬁﬁﬂgaﬁ%’f”Lﬂ’L%ﬂa‘:ﬂ@uma‘ﬁ']
Vulnerability Assessment 1138 Penetration Test $2ULNN148451NANT LA
(MNTBVLAAN1FANUHUIULD 1.6)

" gawauatuniely 280 Ju Wudnanniunasunaludyqn

3.7  adiun1sdeney Software License iy 1 1l aeaipsesiiansiagavndeeing (Scanning
Tool) Wiy Commercial R4 lulnsans alisunaAns a1ursald91uRMagauaaniIFA1EINK LA
AERRQ (AVNTRUBANITANLTLUTR 1.7)

" gawaununiely 280 Ju Wudaanniunasuiuludyan

38  Aavnusrdeneney atuanysnl

* (sepiziga1andudu 280 Ju dudnaindunasnaludnian)

ena1sveuulazmsINiLine e nsIsaaLTe MIUAL AR LIYNINIS LA ALUMASIATYI851IAIT mi 13 /16

AWHRTFVURANA ISO/IEC27001:2022

S



4. uUNAaIdINaL
Fanmasdsnavlunisaviuauninga 1.1

4
o

® a%ed 1 dewausunielu 90 44 dbidnanndunasunuludyan

$1E9TUNANNTANAUNNIHALNIUNNTATIAEA TLATEY waztlszifiunonaide
109709V RAN Aty (Vulnerability Assessment) 12981/nsaiseuuiazatng (Network)
PEDSLaIne (Servers) 210992 ULNAN GHB SYSTEM LazsrUUR1HI3NNS Electronic
Channel ﬁﬁmmﬁ‘ﬁ'mum (ﬂﬁ’um‘iﬂ’ﬂﬁnﬂ) (Initial Scan)

14
os

o A5sT 2 : demauaunielu 280 Ju dudaanndunasunaludyan

SNEMUHANIINAFALTIIRINIFADLNIUNIATIAEAL AAT12A Laziszifiunanuides

1
o o

1291930919 NEATY (Vulnerability Assessment) 1asailnsadsruiiazatng (Network)
LAFBILNANE (Servers) BB9TTULNAN GHB SYSTEM wazsruvuiliusnng Electronic

Channel REUIAITNINUA (aﬁ’ummim) (Revisit Scan)

Reanmasdenavlunisaiuaumnda 1.2

v
o

d‘ 1 o/ s o/ e/ dl o/
® A% 1 AaneuanuNIele 90 du uummmmummumlmfyﬁyw

FILNNUHANITANRBNNTEDUNIUNTATIAEDL FLATIZH azilseiiuanuLA e

t
=

2189729819 NE AR (Vulnerability Assessment) 1asa1/nsalszuniAzatne (Network)
AT (Servers) T9ITTULNNUANUAYUITLUAITAUNATAISUIANT NEUIATT
Anmue (@untslng) (Initial Scan)

¥
%

® a3 2 dewasnuniely 280 Ju Wudaanduiasunaludoan

PIEIUHANITNAFDLTITDINITARLNIUNNTATIRAAL AATIEH uaztlsziiunnudes

ar

2199789 1MINE1ATY (Vulnerability Assessment) aa9gilnsalszuuLazadng (Network)
LATRIUNTNE (Servers) T9ITTULNNUANLAYUITULAITAUNATAISUIATS NEUATT

Anuue (@Tun1ing) (Revisit Scan)

Ranmasdsnavlunisamiuauninda 1.3

v
e

® a3% 1 dawausruniely 90 S sudaandufasunaludyan

!
4

PIERNUHANNTIATIZE waztlszifiumnuiBeareetaslniRdrAty (Penetration Testing)

& aA 1 dl [N} ar
1849 Qﬂﬂim?mmmmm (Network) tRTRIULNAE (Servers) 1097z ULRAN

OnasreL U lANMIIT N TN uRBRIRaBLTE M TUAS NARBLI NGNS SLLIATAUNARIATY BN S UIATT wir 14 /16

- St

MUNIFIUANA ISONEC27001.2022



GHB SYSTEM wazszuunldusnng Electronic Channel 1511A1TNI1MUA (2L
A bne) (Initial Pentest)

&
ar

o a%sh 2 denavaunielu 280 Ju dudaanndiiiasunaludnn

SIENNUNANITNARDLTIVRINFRDLUNIUNNTAIAEBL N1TIATIEY wazUseifiuaany
1Ae9199189IMINEATY (Penetration Testing) 199 giinsalszuuiATatig (Network)
LATRILNTNE (Servers) UB9TTUUNAN GHB SYSTEM wazsruvuiliusnng Electronic

Channel N§1IANTANILA (faﬂumwﬂm) (Revisit Pentest)

RanAasdanavlunisaiuanuanda 1.4

v
'

® AR 1 dewauuniely 90 4 dudaandunasunuluda

MENURANNSFILNUNIATIaFeL FLAse uastsvifiumanideretaatnifidn ity
(Penetration Testing) 994 qﬂmriawmm?aﬂw (Network) Lﬂ?l‘ﬂﬁl,l,ﬁi"]hﬂ (Servers)
BITEULNUATLAYUTTUURATRUNATBITUIATT fisunanstnuun (@funislng)
(Initial Pentest)

v
o

o a%eh 2 denausiuniely 280 Ju Wudaannduiiasunaludnion

PENTUNANINAGBLTINITHELNIUAINIINABL AT waztlszifiuninuide e
103l NE1 Ay (Penetration Testing) 1849 gunsaiszuuiATadny (Network)
LPFasUATNe (Servers) 2897L LN TUATLAYUITULAITAUNATAISUIANT NEUIANT

Auue (atiunielng) (Revisit Pentest)

Ranmasdanavlunisaiuaumyaa 1.5 deuausauniely 280 54 dudaanndunasuiy

ludeyeun
MeuFaunauNanisnsagauluafan 1 warAiaN 2 LUNRINIDITTUUNAN GHB
SYSTEM wazszuun 1¥u3n19 Electronic Channel WATIRITEULN NN DAY UITUY

ANTAVNATRITUIANT TRIFUIANT (RULAEN Tne)

Raneasdsnaulunisaiiuscuminga 1.6 (@euateiunislu 280 du dudaanniunas

N budtuan)
LANANTTIBITULAAINIZLIUNNT/ATNT? 1UN19%1 E-Mail phishing uazagildeya

RINNFANTUNG (’ilﬁ/‘i_lﬂﬂ‘iﬂ”‘li‘iflﬂ)

enA15991sN1UIATNNIINTL SN A AR AL TE TR AROLINNISULA SAUNAG AT TENEUIAIT w15 /16
ANNIMTFINAING ISO/IEC27001:2022



Remasdenavlunisaiunusnga 1.7 (@weteiunielu 280 34 sudnanndunag

wnludrueun)
LANANTLLARY Software License LWuUL 1 11 9a9LATasNamsaaaLdalng (Scanning Tool)

WU Commercial Al lulnsanis Rdsnanlfiilunssudniandsunnns @119 1 License

Ranmasdsuavlunisaiusuniuda 1.1 - da 1.7 (@9uaue1wnielu 280 du udaann

Sunaswnludnn)

' dl ¥ ; & 4 t% ) o

1. 18n819619°7) NAasdeuaunINdD 1.1 - 42 1.7 fa3gneousinuazaenaL JUAN 109
wlaau 1wl Uazammia Index 2189L8N4ATT ULNUEABNATTWAAZIARENITAIAY

2. File 1Bn@19519 < Ndanaumnda 1.1 - da 1.7 dasarursadawazui lssagallsuns

RN Microsoft office Gaust Version 2016 Al 15911 USB Drive 593 1 g wistisn lunkAa

ONA1BLEANIIANN A NAL N UNBAT IR BLT I M TR ARBLIYNGNIS UL 1A UNARIATYYIEUIANT wih 16 /16

s Sront

AINNIRTFIUANGA ISO/NIEC27001:2022



VANAITHULNE

L 4 a e o 5 1
°1I’a‘iJL°IImﬂl‘ﬂN"IuQ"lx‘l‘Vlﬂiﬂ‘leﬂL‘W’ﬂﬁli’)@ﬂ’ﬂﬂ‘ﬁ@\‘itﬂ"aLLﬂzﬂﬂﬂ@ﬂqﬂﬁ;ﬂ
TEULRAITHUMARIAYVBITUIAT ATNUIASFIU ISO/IEC27001:2022

a
bRUN 102-158-68

suIAITANANTRILATIER L AN A UNsU fiTRRung v s
nMsANATaviayadiuyAna suImsadlatuaulaunequasasdays
. o &
duyAna TnearansaAn¥IsIaaziagni QR Code §




