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1.1 g1lnsnd Global Server Load Balancer 41194 2 LA383 AnAsiAUSABNRILARIUAN

1.11

1.1.2

1.1.11
1.1.12
1.1.13
1.1.14
1.1.15

1l Hardware Appliance feanuuuaniitarausiadidu DNS Traanizuazsesdunis
1 High Availability Tugtluiin Active/Active 9138 Active/Standby 1é

AwafAuuy 25GE/10GE SFP28/SFP+ anuawliitiasingn 4 wass

AnesMuuL 10 Gigabit WU Coper RJ45 a1unulaitianndn 4 wasn

mmsnﬁwmﬁ L4 Concurrent Connections 14 bitiagingn 18,000,000M
8112091917 L4 HTTP I8 laideendn 850,000 request per second

arunsoRnnud L7 18 lideand 475,000 Request per second wazil Throughput‘*?ll
seau L7 ledideendn 13Gbps

#11190% 19 UULL Hardware Offioad SSL/TLS 1&lsitfaaingn 7,000 TPS fiszdu 2K
keys @z 5,000 TPS (ECDHE-P256)

ATUTONIIULLLU Compression L6 ldaeindn 6 Gbps

funasanelnia (Power Supply) wuunialudrusulidesndt 29 vnenuuuy
Redundant

81150911 Load balance l§e3agen

1.1.10.17  Round robin

1.1.10.2 Topology 138 Static Proximity

1.1.10.3 Least connections

1.1.10.4 Packets per second 1198 Least Packets

1.1.10.5 Round trip time

1.1.10.6 Kilobytes per second Wsa Least Bandwidth

#11190%11 DNSSEC sngl Authoritative DNS 167

#1419 DNS Over HTTPS %32 DNS Over TLS &
gunsalazsiaafinnanisosesiunisd@en Script fan1m TCL waz Node Js 16
mm?m‘m‘ivu DNS Query Ialisfasndn 590,000 Queries response per Second

A0 L9 L DNS Record Wit A, AMAA. MX, CNAME uae TXT 18

M{@S%(Mﬂ- W



1.1.16 FRId1N1TONI9UFINAY Load balance LANTBI5UIANTH8 Protocol iQuery 1ald

ausnRdalys configuration waz Metric ‘L6t

b 24

1.2 g1lnsaf Load Balance Link wazansahilasiunsaadunisyngn s1uau 2 1A3as Annen

Audaauamasuan

1.2.1  1ilW Hardware Appliance foanuuuaesiwin iy Application Delivery Controller
Tnslantzuazseafunisvn High Availabilty Tugiduuy Active/Active w3 e
Active/Standby i

1.2.2  nefAuuu 10 Gigabit WUy Coper RJ45 anunwlitieandd 4 wass

1.2.3  Anafauuy 25G/10G SFP+/SFP28 anwquliitdasndn 4 wasn

124  @8150997%0 L4 Concurrent Connections lélaitasindn 18,000,000M

125  @WA2NNSVUT L4 HTTP request per second L& laisiaeindn 1,800,000 request per
second

1.2.6 mmmv‘hmuﬁ L7 Requests per second Tetdidasndn 800,000 Request per second
wadl Throughput fiszd L7 laitfeend 16Gbps

127 @WN0¥N9UMLIL Hardware Offload SSL/TLS Taiffaeindn 14,000 TPS fisfitl 2K keys
war 10,000 TPS (ECDSA-P256)

1.2.8 ATV NIULLL Compression L6 laieeindn 15 Gbps

1.2.9  RIWITONNIULLL SSL/TLS Bulk Encryption Méilaitiesindn 10Gbps

1.2.10 Hunaeanalia (Power Supply) wuunialuanuauladfanndn 2 46 freruuuy

" Redundant

1.2.11 &1313a%1 Load balance lé#aeRasail
1.2.11.1 Round robin
1.2.11.2 Fastest #i58 LEASTRESPONSETIME
1.2.11.3 Least connections %38 Least Sessions
1.2.11.4 Observed
1.2.11.5 Predictive

1.2.12 &74170%1 Health Monitoring #2813 Ping 1138 ICMP, TCP, http, SIP, Radius, Diameter,
LDAP, POP3 14

1.2.13 @10130911 SSL Connection mirroring i

1.2.14 #1417097 PersistenoeiﬁﬁQﬂ?a% Cookie, Destination Address ) Destination P,

6\“’“‘{ Cﬁ( bh

Hash %38 Source and Destination IPs, SIP, SSL



1.2.15
1.2.16

1.2.17

1.2.18
1.2.19
1.2.20
1.2.21
1.2.22

A191901 3813 Script AeN1E TCL wae Node.Js 1

aunsatiasiunislanflszunn Dos 1ie DDoS lesae L3, L4, SSL/TLS, HTTP, Flood,
Sweep i

414170/ F999U Protocol anomaly detection A2813% SYN, ICMP, ACK, UDP, TCP,
DNS, ARP ¢

411130911 DDoS Auto Thresholding 18
AN Intrusion Prevention System (IPS) 16/

A1U190 Inspection traffic s¥AU Layer 5 24 Layer 7 16

A74190 Inspection traffic 1w SS7, Diameter, HTTP/2, GTP, SCTP and SIP traffic &
#NUNTDRATIAQ4D LU Protocol DHCP, DNS, FTP, HTTP, IMAP, IPSEC, IRC, MYSQL,
NETBIOS_NS, NETBIOS_SSN, NNTP, Oracle, PFCP, POP3, RADIUS, RDP, RSH,

SMTP, SNMP, SSH, SSL, SUNRPC, TELNET, TFTP, WINS ¢

1.3 gilnsal Load Balance Link wazainsalilasiunsaadunisyngn 47uqu 1 1ATa3 AR

P ¢ a ¢
NAutAaNNILnasiITaY

1.3.1
1.3.2
1.3.3
1.3.4
1.3.5
1.3.6

1.3.7

1.3.8

1l Hardware Appliance ﬁﬂﬂmmumﬁ@ﬁmﬁﬁﬁﬂu Application Delivery Controller
Toeianiy

ANBTALLIL 25G/10G/ SFP+/SFP28 a1uswlaitiasndn 4 wesm

finafmuLy 10 Gigabit wLiU Coper RJ45 aquauliitfasinda 4 wasa

mmsm‘hmuﬁ L4 Concurrent Connections L#ldsiaeindn 37,000,000 Connections
'&’m%‘nﬁ’mﬂu‘ﬁ L4 HTTP request per second 1A lsdeandn 3,500,000 request per
second

A1NTORIUR L7 Requests per second }& Ll %¥aen91 1,800,000 Request per
second wazdl Throughput fisesu L7 Taliosind 40Gbps

AINNTONUULL Hardware Offload SSL/TLS 'laidtfaeindn 45,000 TPS fisxsiu 2K keys
ilae 20,000 TPS (ECDHE-P256)

AINTONNIUUUL Compression throughput teldHeendn 30 Gbps
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13.9  @1w13a% Load balance tédnendan
1.3.9.1  Round robin
1.3.9.2  Fastest 78 LEASTRESPONSETIME
1.3.9.3  Least connections 38 Least Sessions
1.3.94 Observed
1.3.95 Predictive

1.3.10 @1M170%1 Health Monitoring #R#i38 Ping 78 ICMP, TCP, http, SIP, Radius, Diameter,
LDAP, POP3 l&f

1.3.11 ANA1N130 11NN SSL Connection mirroring ‘b6

1.3.12 &IN50 Persistence AaeRa Cookie, Destination Address %38 Destination [P, Hash
%38 Source and Destination IPs, SIP, SSL L&

1.3.13 @1N19T09095UNN7E8% Script Ar8N1EI TCL WAz Node.Js 16

1.3.14 asnsodfasiunislanfilszinn DoS wee DDoS tasae L3, L4, SSL/TLS, HTTP, Flood,
Sweeplﬁ

1.3.15 @1041705 79949 Protocol anomaly detection #3833 SYN, ICMP, ACK, UDP, TCP,
DNS, ARP 16

1.3.16 #1:150%1 DDoS Auto Thresholding ‘1&

1317 @unsavinuiiadiili Intrusion Prevention System (IPS) anmasauANlannftves
Protocol 16V

1.3.18 @"W190 Inspection traffic $AU Layer 5 D49 Layer 7 &

1.3.19 471170099948 U Protocol DHCP, DNS, FTP, HTTP, IMAP, IPSEC, IRC, MYSQL,
NETBIOS_NS, NETBIOS_SSN, NNTP, Oracle, PFCP, POP3, RADIUS, RDP, RSH,
SMTP,SNMP,SSH,SSL,SUNRPC,TELNET,TFTP,MHNSlﬁ

1.3.20 Hunasaralndn (Power Supply) wuunieludiuaulaiteasndt 2 ga fneuwuL

Redundant
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1.4 9ilnsal Global Server Load Balancer wazginsalfasnunisyungnifulad squau 1

\A3ae Anasngudnaufianasdisas

1.4.1  {lW Hardware Appliance flenuuLaniteramin iy DNS tnsiannz

1.4.2  IwasAuLL 25G/10G/ SFP+/SFP28 arusulaitiesndd 4 wasn

1.4.3  fwefAuuy 10 Gigabit WUU Coper RJ45 anunuliltiaandn 4 wasm

1.4.4 mmmﬁwmff‘i L4 Concurrent Connections b6 kitiasindn 37,000,000 Connections

145 §ANATDNAINUT L4 HTTP request per second LA l1iaeing1 3,500,000 request per
second

146 §1N1TONIIVUR LT Requests per second L@ laifaendn 1,800,000 Request per
second wazil Throughput fiszd L7 laitiasinda 40 Gbps

1.4.7  @WT0NINUULL Hardware Offload SSL/TLS ladsfaeindn 45.000 TPS fiszdiu 2K keys
WAz 20,000 TPS (ECDHE-P256)

1.4.8  @111TAYNIULLL Compression throughput 16 ldiiasndn 30 Gbps

1.4.9 &141930 Load balance lasnena
1.4.9.1 Round robin
1.4.9.2 Geography 98 Static Proximity
1.4.9.3 Least connections
1.4.9.4 Packets per second 1138 Least Packets
1.4.9.5 Round trip time
1.4.9.6 Kilobytes per second 1138 Least Bandwidth

1.4.10 #131709197145917U Load balance {ANa835UANTAYE Protocol iQuery ialfanunsn
ﬁﬁmﬂa configuration waz Metric 161

1.4.11 @13190%11 DNSSEC #ae Authoritative DNS 161

1.4.12 @ wn0ide Script e TCL way Node Js 16

1.4.13 @1119099951 DNS Query l&laldaanda 2,500,000 Queries response per Second

1.4.14 @3190199710 DNS Record WUl A, AAAA, MX, CNAME uag TXT ¢

1.4.15 @1m190114n19917 SSL Connection mirroring i

14.16 81113091 Data Guard ifletfasiudeyanieluialuald eefecaunsansiaser/ing
UszLnm MS Office, PDF ua ELF |8 wheianeginsalifanduiiieldaunsnsasiunis

1913416

MOQ%N&%//
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1417 @snsotlessunislanfitszinn DOS fiszdu Application layer lasa88%n19 TPS-
based Detection, Stress-based detection, Heavy URL protection La ¥ Behavioral
Detection &

1.4.18 grunraFaufduuungFnssunisldenu (Leamning) Web Application Structure i1
Parameter, Method, Cookie ag %1 URL 1984 Website 16/

1.4.19 @munnnsyanaanlies Server (Load Balancing Method) wiitl Round Robin. Least
Connections 1Allaza1u1709895UN19%1 Session Persistence 16

1420 gwnsavinaulunininilas Application Attacks annstaniluguunsine Rasinarionieil
1.4.20.1 OWASP Top 10
1.4.20.2 SQL Injection (SQLI)
1.4.20.3 Cross-site scripting (XSS)
1.4.20.4 Cross-Site Request Forgery (CSRF)

1.4.21 ansntfasiunislaumiszinn HASH DoS, Slowloris, floods, Keep-Dead, XMLbomb,
Web Injections, Session Hijacking, HPP attacks, Buffer overflows (Lla% shellshock o1

1.4.22 @"3119098395UN1991 High Availability Tugiiun Active/Active w3 Active/Standby 16t

1.4.23 Hunasanalidn (Power Supply) wununtelusiuaulaifenndt 2 4a Breruuuy

Redundant

1.5 9¥ULUTUIIIANITUULY Centralize Management a1uau 1 s¥uu Anmuandinasinaias
it
1.5.1 114 Virtualization Appliance zﬁw?m'huﬁwﬁu?‘m@@qﬂﬂmﬁ'ﬁﬂmuﬂ%’
15.2 & Predefine Report %58 @1unauiuuss Report 16
1.6.3 @7u190 Backup and Restore Configuration Qﬂﬂﬁ‘mﬁé’
154 @11130 Monitor, Incident tiendayasielé
155  @1N17098N9189LLY PDF 18
156 @1N130A401UT Up WAz Down ﬂmqﬂm‘:ﬁﬁu’}mﬁmmﬂé’
1.5.7  @1UN70LAAN Real-time Dashboard Lmm@mu::mﬁ?ﬁﬂmum@mﬂﬂ?ﬂﬁﬁ
158 @u1504519 Role Based Access Control fnvua@via iy User & Role fuansinariuls

159  #7m17043 Log WY Syslog WazUALFauein SNMP Trap way Mail ‘18

cant @T&( &AﬁJ
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