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1.1 qﬂn'a‘zﬁ Web Application Firewall LUy Hardware Appliance 711421 2 bASRY A
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1.1.4  qinsalfiesdl Hard Drive wuU Dual hot-swap Weaiieauwin 2uia 4 T8 luating
Hag
1.1.5  gunsnliasdl Power supply WLl Dual hot-swap weemauwiniuatnees
1.1.6 qﬂnmiﬁma‘m?um?ﬂﬁiﬁm;ﬁ e lutmansielil
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viaa Failed-Open legunsnfiloym 14
1.1.6.2 1um Reverse Proxy
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Method, Cookie W82 URL 989 Website 1aanlusl® uazaursanniily Profile
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1.1.8.1 OWASP Top 10 (Web Application Tange)
1.1.8.2 SQL injection
1.1.8.3 Buffer Overflow
1.1.8.4 HTTP smuggling
1.1.8.5 Cross Site Scripting
1.1.8.6 Data Leakage
1.1.9 @wsndsdaya Log i Syslog lilfilsszinl Centralized Log ¥ sxuyl SIEM 1§
1.1.10 @rx1satlesiunisianslies APl (Application Program Interface) ﬁ@g”lugmmu
JSON uag XML siflustiniiae
1.1.11 #1:1380" Predefined Policy #3@ Signature 81%5fumsiIagauuarilaaiudy
AnAauaznslanfif Thugsniuacinei (Well Known) sisemnssansiaa CVE 14
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1.2.1

1.2.2

1.2.3

1.24

1.2.5

1.2.6

1.2.7

1.2.8

ﬂﬂﬂiﬂfﬁmu@ﬁmlﬂu Hardware Appliance vige 1Ilu Virtual Appliance/Software
Tagunitlu Virtual Appliance/Software sjmumzé”vaﬁmmLﬂ?:ml,uiﬂmw%‘@u
Rnds Software Iinenildmnamalsyasdloag sl Anldanaifsndin
ﬂqﬂnmiﬁmumzﬁm Network Interface WL Gigabits Copper a1149% Ltiaeindn
2 WasH

finsnlfiasdinion A 1A TUA 128 GB Way Hard Drive Wit Dual hot-swap
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ANNTALAAY Security Event 1198 Attack Log Méen1 GUI
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Schedule %38 Automatic &
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t
a
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2.1 52Uu Cloud Web Application Uas Web DDoS fiAtsntifasniuaefiil

2.1.1 Lﬂumamﬁm%ﬁgﬂﬁ’miﬁ’agiu Leader Quadrant 9849 Gartner Magic Quadrant
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214  gmnsalden website il domain name fiuansineildatineiag 90 Profile
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remote file inclusion b

21.6  @unratlaatiunnslan® DDoS attack Layer 3, Layer 4 uaz Layer 7 168 n1usd®

217 Hszuu Bot Management Intiueinnguaas Bots ‘ﬁrﬂumju Good bots LATN{N
Bad bots &

2.1.8  &1W15a%" Client-Side Detection Lﬁ@ Monitor 3rd party malicious link ) script
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2.1.9  @&u17a9 Server Load Balancing WAZANNT0 Global Server Load Balancing
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2.1.10 72Ul Dashboard FeIaNsnLAAITaYR Traffic, Security a Performance 11U
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2.1.17.1 memﬁmﬂzﬂuLL@:ﬂwﬂaﬂﬁqﬂszmmmﬂwﬁﬁLﬁm"%u (Correlated
incidents) WERNILLIEALANNIULINTBUNENTD] (Severity)
21.17.2  wassgtuuunistas® uazissiiafldlaus Web site (Violation and
Attack tool types)
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21174  uansuunliunislaufnAnay (Event and Incident)
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2.2.11.2 User Agent Version

2.2.11.3 OS Name

2.211.4 OS Version
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3. AAMIUASANRITTULARNTRILASANUNTRYAINTTULLATALE (Network Packet Broker)

19U 1 52UU BesEnaunqe (ﬁ’zyrgq%'aﬂmzl)

k.4

3.1 a1nsnal Network Packet Broker 41uqu 2 1323 Nansaiinag1euiasnsil

311 fugunsafgneanuunanlddwiuindrundansesdeyaannissedne uaz
nsdedayalidiginsnltinsnzideya Taaianne (Visibiity Appliance 13a
Network Packet Brokers)

312§ Interface Aansnsanamdiafiiflu Network Port §1m3u fudeyaainiaiatiy
(Inline Network) waz auiudssatdayaldiailnsafinseideya (Inline Tool)l&

3.1.3  # Interface UL SFP+ a1uau 24 wafmlaagu1s09095U Module WUU 1 Gb
WAz 10 Gb & wazdi Transceiver module wiiy 10G SFP+ Multimode N1etinatiasl
U 24 TupA

3.1.4 ¥ Interface WL 10/100/1000 RJ-45 auaulitieand 16 wasm

3.1.5 Inline Network Interface #1N130NIN1TLAENIRLLUNLAIN (Physical Bypass)
WIBLULIABAAA (Logical Bypass) 6

3.1.6 & Interface @ Management Port wuyt 10/100/1000 RJ-45 anuanlsidasndn
1 wafn uazdl Console Port anuquliiffasndn 1 wesm

3.1.7  Husz@nsnnwlunisseedu Throughput élsiaendn 600 Gbps

31.8 HANE 11901101991 Network Flow Mapping &nfunisdesiadeyalddu
aunsaRnszideyamufiiauald

3.1.9  Fpaudnnsnlunisin Packet Filtering Tnelddenlaldadnstiondar
3.1.9.1  IPv4/IPv6 Addresses
3.1.9.2 Application Port Number
3.1.9.3 VLAN IDs
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3.1.11 ﬁmmmmm‘lum?m%@uuablﬂﬁam’?mﬁ@%mm:ﬁ’mﬂ@(lnline Tools) il N+1
13 1+1

3112 fAnugunsasanenailafideinulélaanistia nssaumsmiin (Aggregation
Traffic) ¥a® #1819 An (Replication Traffic) Al&F0 1 Tool port 13e
Monitor Port ‘|61
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3.1.13

3.1.14

3.1.156

3.1.16
3.1.17
3.1.18

Farruarnrralunisnansia (Decryption) Traffic Encryption (SSL/TLS) Uil
Inline SSL Decrpytion taefitlsz@ndarnlunnssessu Throughput ”Lé’qngm“f'; 2.8
Gbps UAY #993893U SSLITLS versions Aesedifiuetiratias SSLv3, TLS 1.0,
TLS 1.1, TLS 1.2 wax TLS 1.3

A1115091 Role-based Access Control (RBAC) Tag 1:153; L 48 User
Name/Password ﬁLﬁU'ﬂgjuuﬁQ’qﬂﬂ’mi 58 111 User Authentication $a3fil LDAP
, Radius uay TACACS+ 16

gunsniimicanelwdrsas (Redundancy Power Supply) uazdnunsanenlaey
Tae/liitlaginsnlls (Hot-swappable)

mmmm Log Ul Central Log (Splunk) Tag/ld Syslog 16

anunsaRasadnAy Rack 1um 197 14
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foyoyrausunauann UL, EN way IEC

3.2 'qﬂn‘mi Centralize Management ﬁﬂﬂ%’ﬂﬂ?‘i}i’\’iﬁ'ﬂmi@vﬂﬂs‘rﬁ Network Visibilty

1138 Network Packet Broker R71421 1 53UY

3.2.1 iU Centralized Management LilU Hardware Appliance ﬁ@’luﬁimu‘?ﬁ’lmax
AmN"3 Network Visibilty 178 Network Packet Broker uaziilun@nsinaiannguas
weafy Network Visibilty 138 Network Packet Broker ‘*7‘;‘11’1 LAUR

322  @N04ANE.ATIAGEY WaznsiauaAnTasult nens TR eRdesie Tl
guUnsafliasnziideya (Monitoring Tools) L

3.2.3 @n Dashboard haz@u1sadfuuss (Custom) Lﬁ@@amu:msﬁﬂmmm
g1lnsnl Network Visibilty %58 Network Packet Broker ﬁu‘?mﬁmms@gié’ WAz
a11190 Export aanuidusiseiulugiuuuaes PDF e HTML Tasannnsn
Svustrananidesmslfaiauazuansuameauld (schedule report)

324  @1wnsaRAIAINS Backup Configuration m@mﬂﬂmﬁﬁmﬁmmmgiﬁ

325  @NT0AAaNnNT Upgrade firmware version mm@ﬂn?fﬁﬁu?mﬁmmmgj%’
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4. AHunng Migration anszuuauan (WAF) Tlduszuuiinaua Tnalianuwuzay
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4.1 519ATLAEANISAILEUINY NAWNIS Migration

4.1.1

NN ANeNENT Network Diagram 22952uU9u R auelneasiden way
P eazReAATUEN LATLARIAMNANAUSALTE UL UIaAee Tudnsizaea
High Level uaz Low Level Diagram Wal#sunA1s5umnsu fansodn wasiiugey
AAUNITRAITEULNNY (AMNAMRNHIUZIANIZTDITEULNIY 18 1 - 3)
AAUNIIANUBNEANT TIENTUNANNT Vulnerability Assessment LATBILNENEIYTS
oo a o o a & o t%
gunsal MiwnFasslusuiAng wazaliunsudladssifuiinsaany Wsuians
SUNs U wazfeelAFuN1sEULeNAINNIIEUIANTABUNNT R AR
ANAUAITIANILENENT TIB9IUNANIT Penetration Testing LATRILNT18%3D
gunsnl MuRARIIUEUIANT uazA st ldssiAuingaany Tsunans
SUNU wazAe lFFUNNTTUaNAINNNEUIANTABUNNTRARA
ANLAUNITAANILEONANT FIUITURANITN System Hardening
. . = 't = e alo s 9
(IT Security Baseline) wAzasssidnenizaninsnd niaunfasslusuians Wsuians

[~

Sunsu lunsaindlugtnsadilsvinyn Hardware Appliance uazlaignaunsaninnng
. ¥ v = - . | [ g’/ I o/ %4 a [ % 3
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