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2. Qmﬁ'nﬁmzqummqﬂnitﬂ Web Security

q1nsnl Network Infrastructure TagseuuiiauasaeilAnIANBUZANIZUAZAILAINTD

] ol o = = [ 1 ds,
atnarn feiimeaziBansiasa il

1

21 szuufievedsailugilnenl Secure Web Gateway Appliance fiflinraenuuuineianz

] &
dwFunsvinamudiu Web Security Al anianiifisanbiaendnssnalilil

Processor WU Multi Core Hanuau Core Talfiasindn 2 Cores

1 SAS vi9a Solid State Drive #1u Boot 3urativasndn 16 GB.
Tmingannnan (Memory) Liltiaendn 16 GB.
fmasfiudeyasangegabiiasndt 1B

fwesmdansas uLIATeINEILLY Gigabit Ethernet anuanllfesnda 4 nafn
(10/100/1000 Ethernet) LATANNTITENE D IBIFINEFALLL 1 GDE Fiber-SX v¥a
andn Ialaiviaeindn 4 wesnluaunan
@mi‘"u;:ﬂ'ﬁ’muﬁ’wummﬂluﬂqﬁnﬁ‘wé’@uﬁuﬁﬂuqu‘lﬁﬁ@ﬂndﬂ 1,000 lfauunas
saefuniaiingeneldlidennds 4,000 fldemseqlnsalldluewanlnglaifies
Wanwieiuglnsal

qﬂnmiﬁ’mmumﬁ’mmﬁwira”l,ﬂﬁ FCC Past 15 Class A, CISPR22 Class A,
VCCI Class A, waz EN55022 Class A \lustineties
fiweAAYLIANNNTARANTWLL Serial UL DB-9 1A RS-232

Wlusziy Web Security Appliance uazaaniuulawizdruiunisinainiu web
Proxy seafunstsinaaanisdeadnsuuy HTTP, HTTPS, FTP, SOCKS ifluating

2
g



2.1.10

211

2.1.12

2113

2.1.14

2.1.15

2.1.16
2.1.47

2.1.18

2.1.19

2.1.20

2121

2122

2.1.23

ATN1T07A95UNNT Authenticate U LDAP, Active Directory  lasisasafu
Authentication wuy NTMLSSP %38 NTLM vide Kerberos diiluatinatias
¥U1 Authentication fasanusanivus Wl log on Unffeansans 1 itasld
138 1 user account #14190 log on Idiea 1 Lﬂ?:@\'l‘iﬁ‘@'léflﬁm 1 IP Address 1.17:4;@
tlaaiutliyminis share dngandu (user account)
27111 Authentication fiaagiiuayunain Guest Account 1§
saa5uNTTN9ntLEll Web Proxy Feldanilge 1Pva uae IPv6
anansovinnuglinusielififluetteten

Forward Mode %38 Forward Proxy WAz Reverse Proxy 61

-Transparent Mode

-Transparent Mode Teeld woep 1ot
finn9¥in URLMWeb filtering Taaifignudayaasaiulasidmduilszuinm (Category) Tl
Saendn 80 Uszinm yisaunsadueszLLRavissmeuen dalidanauiinud
Muun
A13190%1 Time Quota waz Volume Quota 16
spaflilsinAaa Internet Content Adaptation Protocol (ICAP)
AnunrAtuaulautaRINnNsuanlsLIANTeY VDO U Youtube  (Youtube
Categorization)
anansnRmTiafiisanauSadaemaiia Caching, Bandwidth Management
arunrads log  MISIITUUIIUMNLATEBNTIENTUTE central  report 138 log
collector fitnaululasanslé
@ﬂﬂﬁ‘ﬂiﬁ wuediasldfuntraeniuliiilu Leader 938 Challenger neduginend
SnenacNUaaasialiy (Secure Web Gateway) ann Gartner 1) 2019
14 Malware Scanning Engine 7891/31% Antivirus/ Anti Malware vdilli'u% ﬁ\‘l‘ﬁ
Mcafee, Symantec, Trend Micro, Sophos 38 Kaspersky wazanunsnidenlden
167 2 sznuwFane muls
1 Whitelist/Blacklist R1nnN13NMAUAAT hashing 178 hash reputation %38 file

reputation Wax Risk Score



10

2.1.24 {laTULIIUIINULAYRANILNI iR Central report 3B log collector tugiiuiiand

Appliance %98 Virtual Appliance 38 Software Tagd@iunsonieusaniusyuLd

4
ar

de ¥ s
VEUALAZIYUY Proxy NRARINE1T

as

nlugjaasgunans Idatsiidsz@nsnan Tnedl
At Rethetandsie i

21241, Processor Wi Multi Core Ha1uau Core Tutipeindt 8 Cores

21242 Tmdaauan (Memory) lalfanndn 64 GB.

21.24.3. fimhafutaysmuggaliieandt 2 1B,

21.24.4.  gusonaniuuaAnisieanaiueulinaautin vi¥a schedule report Wul
safwmadlanimefeuliduediates wardeseausdnuntaaiug i
Aauaszuylfifuntraren

21245, fwrsneenmsnusarielifldifuedales

-TOP User
-TOP Categories
-TOP URL #3a TOP web site
22 srunfiauedestlrznaudatginsal Load Balance 11491 2 wiad Rndaf DC Site i
ﬁﬁgmﬂmﬁmu‘lﬁﬁ@ﬂﬂdﬁﬁ@m‘lﬂﬁ
2.2.1  Wugunsnd Application Delivery futiuily Intelligence Load Balancing 1ie
Application Traffic Management
2.2.2  # Throughput ldtiaandn 10 Gbps
223 895U 250,000 connection per second WA 1,000,000 HTTP requests per
second Ts¥sL Layer 4 uaz 650,000 request per second lusz@u Layer 7
waz98451 concurrent connections §44a 14,000,000 luszsu Layer 4
224 1 Management 10/100/1000 Ethernet Wiy out of band o1 Avasdanis
ginsoladatie 1 port
225 i1 Gigabit Fiber SFP ports litaanda 4 Port
226 10 Gigabit Fiber (SFP+) ldfiaeindn 2 Ports uazi@ua Transceiver Module
winaldanunn Ports

227 § memory laitiaendn 16 GB wazil Harddisk Tiifarnd 500 GB.
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228 @MMNIDVN9NY Hardware SSL Offload uwazsasdu RSA lAlitiazind 4,300
TPS (2K Keys) uaz ECC lglsiffatind 3,500 TPS (ECDSA P-256) uasil
Throughput ld#agndn 8 Gops bulk encryption

2.2.9 3l Hardware Compression Vd;ﬂﬂuﬁmﬁ’m’]a‘ﬁuﬁﬂ‘i’fﬂ:ﬂﬂ‘{ﬂﬂﬁﬂﬂﬂfi’l 5 Gbps

2210 lunsdififlgunsaluanndn 1 Fr@nNN0 095N TN AL
Active/Standby WA Active/Active 1

2211 3 Redundant Power Supply atinatias 2 fa s11914uLL Hot Swap &

2.2.12 WFUNIRIFIUAN 7 il EN, ANSI/UL, CSA, IEC, ETSI EN, FCC Class A, IC
Class A waz VCCI Class A

2213 @1H17ONN Session persistence Tmﬂ@’iﬂﬂ Cookie, Destination Address,
Hash, Microsoft Remote Desktop, SIP, Source Address, SSL WAz Universal
16

2.2.14 @117150%1 Load Balance Taaild Method Wiy Round Robin, Ratio, Fastest,
Least Connections, Weighted Least Connections, Observed, Predictive
uay Least Sessions 1ifluatnaas

2.2.15 @110 Health Monitor 15}'5{\1% ICMP, FirePass, MSSQL, Oracle, POP3,
PostgreSQL, RADIUS, RPC, SASP, SIP, SMB, SCAP, HTTP, HTTPS, FTP,
TCP Haif Open waz UDP lifluasaiias

2216 flsuarunsalunnsan Server Load 9838176197 1y OneConnect,
Cache, SSUTLS offload, TCP Express tlusii

2247 eafullsinemauuy HTTP/2, SSL, SIP iluatieilas

2218 @m130%1 High-speed logging 18 wazauisndsludsaiinsnlnnauaeniddon
Syslog

2.2.19 @111301@a% Code Programing L-?\fuL%&J’Luﬁ’aqﬂmmﬂéﬁ@mm%@u Traffic
ﬁmuﬁqqﬁmnﬁ’fmmm TCL language &t

2.2.20 Qﬁn?ﬁﬁ'ﬁﬁ’lmu@%ﬁmfaglu Leaders Quadrant 184 Gartner Magic
Quadrant for Application Delivery Controllers 1 2016

ar =4 a2 ¥
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