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Oracte Enterprise Edition

8 [121.020 HP-UX vPars 3
Microsoft SQL Server Windows Server 2008

9 | 2005 R2 Enterprise Vmware 16
Microsoft SQL Server Windows Server 2008

10 | 2008 R2 R2Z Standard Vmware 8

11 | db2 foribmi ibm i v7r3m0 Lpar 4
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2.1.7 gunsaifiauasedeslisain license $1uu Database fideansliosiu dwiy
fetg 11 database server muda 2.1.6.
2.1.8.ls%uv Centralized management dwiunisuimsdansgunsailagiams
2.1.9.3aa%"umﬁﬁqmuﬁuyuﬁayaﬁﬁmé]”aagjvusswﬂ;‘jﬁﬁmi Windows, Centos, HP-
UX, Red Hat, Oracle Enterprise Linux {OFL), Solaris, SUSE, Ubuntu, AlX, wag AS/400 6
2.1.1O.iBQ%’Umiﬁwmuﬁug’m%:ﬁla Microsoft SQL Server , MySQL , Oracle , Informix
| DB2, Sybase, Teradata, PostgreSQL liiflustinatioy
2.1.11 farmeansalumstiostumsiiivavesdoyald (Data Leakage)
2.1.12.@1750% Database Activity Monitoring, Tcﬂammmuam%’agamm@ﬁﬁhm‘tﬁ
U3A15 1wy Database User, OS user, User group, Data Modification, Changes to
DB/Schemas 6t
2.1.13.an9av1 Discovery and Classification, Classifying database data,
Vulnerability assessment, Database Activity Monitoring, Regulatory Compliance, Data
Forensics u@ Risk Management 16
2 1. 14 gunsavmsanedumslaissuudansgudoyaldesheeedl
« 5QL injection,
« DB Protocol Validation attack
« DB known vulnerabilities attack

2.1.15 flmuanansaaiis Security Policy Funadls

2.2. sy Centratized management dmiunyuimsdanisaunsnl
e =) @ o v o a ¢ a v Y] at
2.2.1 \Juszuuieenuuusndmsuimihnuimsgunsaiviihiinsaadulestuain
YasasdelAiussuususu Database
222  awnsavimsianisaunsallsivuuriugud (Centralized Management)
223  {flseuu Monitoring IngannsauansgUwuunmsianduuy Real Time Dashboard
16 uazazdnsannsanduieunsyngnlaudissuugiudeyatn E-mail ol

224  $i5rUUN1IRTIIdauUnIs update signature YibULUL manual wagluwuy

Automatic update

225  aunsavhmeelugusuudwieluil POF was Csv TasmieaziBenvas neam
Anadl ‘ﬁ’a%aéﬂﬂﬁﬁéﬂﬁdﬁa‘lﬂﬁ Daily Report, Weekly Report, monthly report, Alert Report
wag Audit Report Tnadinsiisnsaunu Compliance 1 PCI-DSS, SOX uag HIPPA 18

2.2.6  @19av1 Vulnerability Assessment waludIue Operating system and

database vulnerabilities waz Configuration leilaedl assessment policies MMUUNTFIUAN
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LLasixwﬁ’mnﬁgwﬁm‘;av&u Oracle, MSSQL, Informix, Sybase, DB2, MySQL, CIS, PCI-DSS,
HIPPA, DISA (STIG) wag FISMA
22.7. #eulaus Hardware wiesldnulasiiauaniiotedosfideluil
2.2.7.1 ImheUszanananatssila Intel Xeon wuu 4-Core Processor w59
ann Tesusasmheiianaunidygnanniinibisin 2.16Hz Swalsidesndn 1 wie
2.2.7.2 § 1.3 Cache Litioonin 8MB
2.2.7.3 fwheanudmédnuuy DDRG RDIMM e LRDIMM u3efindn laadl
Yumtitiasni 32GB
2.2.7.4 fwhesdaiudeya vlin Hard Disk Drive wie Solid State Disk it
uueanliifisendt 60068 vdsmavia RAID 5 wiaAnin
2.2.7.5 il Network Interface WUv 1 Gigabit Ethernet wsohndt Livesnin 2

t ar a

Peadtygynd Swaulivosndn 2 wie

2.2.7.6 § Remote Management Port seetfer 1 wade iwedaelunisdnnis
fiu Server 9nnszeslng WU Web Base Application ( Remote ) w30 Power ON,
Power OFF, Restart Lﬂ%m Server

2.2.7.7 i Software taelunisdamsiugunsaidngg 283 Server laiuy web
base application tagaansn access WU web browser 18 anunsauenanuyved
gunsal wasudafeuddiaundfifiatusugunsalinuma SNMP was E-mail 1l

2.2.7.8 ansnaadandlug Rack mmnsgiu I

2.2.7.9 $895UMsvausufiv Microsoft Windows Server, Red Hat
Enterprise Linux 9

2.2.7.10. ¥Susnasgrunmsunsnszneaduwivmnluibng FCC wio EN vi3a
VCCl wde CE wouiana1siuses

2.2.7.11 65umnasgueutaeadesulwdiinng UL wie EN vise TUV wi5e

CSA w38 EC Winulenanssuses

2.3, sEUURTRABUNgANTINMSITUsSEIUgutDya

2.3.1 Tszuviiesevimginssunsidaugiudeyalaeld Machine Learning wasnlu
szuuasrrduliesiuanudaendielvifussuusuiiu Database

232  aunsniesgieneseunginssumsldaugrudeyaifleunf (Behavioral
Analytics) 161

233 awsakdssnanmsiinsgvasnasungingsunisideuluguuuy Dashboard
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2 3. 458UUfpsinuETaRIIvdBUNgRNsSUANURRUNG LB n U
2.3 558UURBENINSIIATIETIRTIvEEUNGANTSUATARAUNATY Database full DB,
Oracle, MS-SQL, wag Sybase i H

236  @WTIOAATIZIRTINEEUNGINTIUAWBLUN L

. Suspicious Application Data Access
. Excessive Database Record Access
. Service Account Abuse

. Excessive File Access

237 fouaue Hardware wieuldnulasfinnanifataiosdsoluil

2.3.7.1 SimheUszanananatsviia Intel Xeon Wuu 8-Core Processor #3a
i Tnsudasmbeiimnndyananninilisn 3.06Hz Swuabidesnia 1 e

2.3.7.2 § 13 Cache lsifoandn 20M8B

2.3.7.3 fimbsarudwmdnuuu DDRA RDIMM w38 LRDIMM wanmnii laad
wwnbitasndn 64GB

2.3.7.4 fimhwdaifudeya 1iin Hard Disk Drive %38 Solid State Disk #iflaaa
uwnsasiliidesndt 2T8 wndan1svia RAID 5 wiedndn

2.3.7.5 §i Network Interface wuu 1 Gigabit Ethernet sefindy bitenin 2
Pasdygyn uulitsund 2 wine

2.3.7.6 il Remote Management Port atiaties 1 wodm iiterelunisdanis
fiu Server nseazlng pnu Web Base Application ( Remote ) amTnds Power ON,
Power OFF, Restart Lﬂ“éa»& Server

2.3.7.7 {i Software Hetun1sdnnstiugunsalineg ¥es Server lduuu web
base application laga11130 access WU web browser 18 annsnuengausves
gunsal uasudaieudsiiaunitiintuiugunsalinuma SNMP wag E-mail I8

2.3.7.8 annsadadalug Rack snsgu 1§

2.3.7.9 $895UNSRHIUSIAY Microsoft Windows Server, Red Hat
Cnterprise Linux 1]

2.3.7.10 ¥unasgrumauninssorenduusimanlvfia FCC vle EN ve
VCCl w3 CE wiauenanisuses

2.3.7.11 lafunnesgruanudasaseenulndiiani UL wis EN waa TUV wse

CSA %58 IEC wiauananssuses
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24 File Server dm§uns archive Soya Tnefinuaudfegrhdiall

2.6.1 SimbsUsvaananansviin intel Xeon Gold wuu 8-Core Processor #3afini
Tneusiasmiofienusdyanauniimitsing 3.06Hz Suauliidesndn 1 wiw

2.4.2.3 L3 Cache liidaenin 20MB

2.4.3 fwsanudwdnuuy DDRA RDIMM i3 LRDIMM waefni Inafiuialivey
n1 64 GB upzsesfumsveneligeaaliivdesndn 1 T8 laelifeaasugunsahiuesn

2.4.4 fwhedmfiuteya oiin Hard Disk Drive u3e Solid State Disk fiflranaiquuial
Weuni 5 TB waensvin RAID 5 w3efndn

2.4.5 ilszuuenuau Hard Disk (RAID Controller) wuy SAS w3ainih deafuayumsih
RAID 0, 1, 5, 10 dtlustination wasil Cache Memory aualiitsanit 2 GB

2.4.6.31 Network Interface Uy 1 Gigabit Ethernet wsannilitesndi 2 dosdyano
Frunditiasndn 2 vy

2.4.7 grarsafndisiug Rack snesgm 1

2.4.8. 5083umsviinusuiu Microsoft Windows Server, Red Hat Enterprise Linux &

2.4.91¢3un3susesnnsgiu FCC, UL wiauonalsiused

2.4.10. i Power Supplies $1uau 2 Mise uagsasiunmsaaallasunuy Hot Plug wie

Hot Swap 161

2.4.11. fnefaiiasianina Uszneudan USB 8.0 litiandn 3 Port

2.4.12. § Remote Management Port aghatias 1 wein Wethelumsdants fu
Server 9nserztng Wy Web Base Application ( Remote ) annsod Power ON, Power
OFF, Restart Lﬂ%ﬁ}\ﬂ Server

2.4.13. § Software gaglunsdnnisiiugunsalangg ved Server lalluy web base
application Tagausn access /U web browser 16 ansausnan urvegunsol uasuda

lh' =y QA =, Y or 1 .
ipudfinunAfintuiugunaaiiiumis SNMP uag E-mail

2.5.98 Monitor , Keyboard & Mouse, KVM Switch 41174 1 4

2.5.1.99 Monitor wunaldtiesnin 17 67 miuduls

2.5.2.9Un30] Keyboard uag Mouse Huriiafleenuuusndmiuiindaty Rack 19”
¥ Standard &niu Mouse Usslan track point wae track ball mouse Tnes aaninideudn-esn
o diold uay anasadoudiuldnsdlalldon

2.5.3.gunsaddmsu Switch nsldamugunsal Monitor, Keyboard & Mouse laliaanan

8 Ports
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